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PART A
1.

What is crypt analysis?

2.

What is AES?

3.

What is PNRG?

4.

Write one property of modular arithmetic.

5.

What is residue class?

6.

Give an application of RSA algorithm.

7.

Write any one counter measure for mathematical
attack on RSA.

8.

Name a scheme used for distribution of public keys.

9.

Give the notation of MAC.

10.

List any one property of hash functions.

11.

Name one arbitrated digital signature technique.

12.

Suggest an alternate to sequence numbers in authentication and key exchange.

13.

What is cipher text?

14.

What is DES?

15.

List two criteria to validate the sequence of
random numbers.

16.

What is congruent modulo n?

17.

What is bijection?

18.

Name an algorithm used only for key exchange
application.

19.

List a remedy for timing attack on RSA.

20.

What is the use of publicly available directory?

21.

What does ‘C’ refers to in MAC = Cx(M)?

22.

Define encryption algorithm.

23.

What is Brute-force attack?

24.

Define residue.

25.

Define CRT.

26.

What is digital signature?

27.

Define private key.

28.

What is authenticator?

29.

When we say an
encryption
scheme computationally secure?

30.

Define weak collision resistance.

31.

What is cryptographic checksum?

32.

Define DSA.

33.
34.

Define DSS.
When an encryption scheme is said to be
unconditionally secured?

35.

State Caesar cipher encryption and decryption.

36.

What is a Product cipher?

37.

State the properties of Congruences.

38.

Define primitive root of a number.

39.

State a difference between symmetric and
asymmetric encryption.

40.

List out the possible approaches to attack the RSA
algorithm.

41.

What are the techniques available for the
distribution of public keys?

42.

What is Hash function?

43.

What is Message authentication code?

44.

What is Direct digital signature?

45.

List three general approaches to dealing with replay
attacks.

46.

Define encryption.

47.

Give the function of block cipher.

48.

Name the two criteria used to validate random
numbers.

49.

State Euler’s theorem.

50.

Give four possible approaches to attacking RSA
algorithm.

51.

Write two distinct aspects to the use of public
– key cryptography.

52.

What is Masquerade?

53.

Explain MAC.

54.

Define hash code.

55.

What is mutual authentication protocol?

56.

Define suppress – replay attacks.

57.
58.

What is digital signature?
Give the function of encryption algorithm.

59.

What is stream cipher?

60.

Define Euclidean theorem for GCD.

61.

Expand OAEP.

62.

Define chosen ciphertext attack.

63.

What is public-key certificate?

64.

Name any two schemes for public keys
distribution.

65.

Define birthday attack.

66.

What is cryptographic checksum?

67.

Define one-way hash function.

68.

What is source repudiation?

70.

Define Direct digital signature.
What is DES?

71.

Define EFF.

72.

What is residue?

73.

Define modulus.

74.

What is encryption?

75.

Define PGP.

76.

What is traffic analysis?

77.

Define Masquerade.

78.

Define ‘‘content modification’’.

79.

What is DSS?

80.

Define SHA.

81.
82.

Define KDC.
Define (a) Cryptanalysis (b) Cryptology.

83.

What is an autokey system?

84.

What is pseudo random number?

85.

State Fermat’s theorem.

86.

Determine

87.

What is public –key encryption?

88.

Define one-way function.

89.

List out the four possible approaches to
attacking the RSA algorithm.

90.

What is hash function?

91.

State a difference between weak and strong
collision resistance.

92.

List out any two requirements for a digital
signature.

93.

What is one-way authentication?
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94.

What is linear cryptanalysis?

95.

Define
• Encryption
• Decryption.

96.

Write down the properties of Congruences.

97.

What is the purpose of Diffie-Hellman key
algorithm?

98.

The difficulty of attacking RSA is based on
———————.

99.

Differentiate Public key and Private Key.

100. Define Key agreement protocol.
101. Define Birthday attacks.
102. What is Brute-Force attacks?
103. What are the parameters will be considered in SHA

series?
104. What are time stamps?
105. Write short notes DSS approach.

PART B
1.

Explain the parameters of RC5.

2.

List the basic properties of logarithms.

3.

Explain the requirements to be met in RSA
algorithm.

4.

What are the ingredients of public key encryption
scheme? Explain.

5.

Explain conventional Vs Public Key encryption.

6.

Write on MAC.

7.

List any four examples of replay attacks.

8.

List any one attack on hash functions and MACs.

9.

Which type

of

digital

signature

involves

communicating parties?
10.

Give an example of relay attack.

11.

What are the dimensions of cryptography?

12.

List the properties of modular arithmetic.

13.

Give the steps of Euclid’s algorithm.

14.

List the requirements of key distribution under
symmetric encryption.

15.

What is the use of public key cryptosystems?

16.

Explain authentication functions.

17.

List and explain arbitrated digital signature
techniques.

18.

Write on cryptanalysis.

19.

Discuss on substitute bytes transformation.

20.

Give the use of Random numbers.

21.

Explain about Euler’s Totient function.

22.

Write the applications of public-key cryptosystems.

23.
24.
25.

Discuss on message authentication code.
Explain on arbitrated digital signature.
Write short notes on Poly alphabetic ciphers.

26.

With a neat sketch, narrate the parameters and
design features of classical Feistal network.

27.

Narrate Fermat’s and Euler’s theorems with
applications.

28.

What are the requirements for public–key
cryptography? Explain.

29.

Using
the
Euclidean
gcd 12378,3054 .

30.

Perform encryption and decryption using the RSA
algorithm as p 5; q 11; e 3; m 9 .

31.

Write short notes on Message authentication code
based on DES.

algorithm,

find

32.

Give the simplified model of conventional
encryption.

33.

Write short notes on AES.

34.

Give the use of Random numbers.

35.

Explain on Logarithms for modular arithmetic.

36.

Write the requirements for public –
cryptography.

37.
38.
39.

Discuss on general structure of secure hash code.
Describe Arbitrated Digital signature.
Give the simplified model of conventional
encryption.

40.

Discuss on DES encryption.

41.

Explain on Chinese Remainder theorem.

42.

Write the properties of congruences.

43.

Give the requirements of public-key cryptography.

44.
45.

Describe on symmetric encryption.
Write the digital signature algorithm.

46.

Write short notes on ‘‘AES evaluation’’.

47.

Explain divisors.

48.

Discuss on ‘‘key exchange protocols’’.

49.

Write short notes on message authentication
functions.

50.

Describe SHA-512 logic.

51.
52.
53.

Explain the requirements of digital signatures.
Discuss on Arbitrated Digital Signatures
What are the various types of attacks
on encrypted messages?

54.

With an example, explain play fair cipher.

55.

Use Euclid’s algorithm to find gcd 1970, 1066

56.

What are the ingredients of public-key encryption?

57.

Write short notes on birth day attacks.

58.

What is MAC? What are its requirements?

59.

Narrate the symmetric encryption approach of
one-way authentication.
What is the use of Random number generation in

60.

key

.

network security? Explain.
61.

Write short notes on Chinese remainder theorem.

62.

Explain the properties of logarithms for Modular
arithmetic.

63.

Discuss on distribution of Public keys.

64.

What are the attacks that can be identified in a
network? Explain.

65.

What is secure Hash algorithm? Explain.

66.
67.

Discuss (a) Direct digital signature
(b)
Arbitrated digital signature

PART C
1.

Discuss in detail on RC5.

2.

Explain in detail the random number generation.

3.

List and explain the properties of modular
arithmetic for integers in Zn .

4.

Discuss on ‘Public key cryptography’.

5.

Explain SHA-1 in detail.

6.

Discuss on the authentication protocols.

7.

Discuss simplified DES scheme.

8.

Explain the modes of RC5.

9.

State and prove Fermat’s theorem.

10.

Discuss on ‘security of RSA’

11.

Explain RSA algorithm in detail.

12.
13.

Formulate the requirements of digital signature
and explain.
Explain about symmetric cipher model.

14.

Give the evaluation of AES.

15.

Write RSA algorithm.

16.

Discuss on Hash functions.

17.

Explain about authentication protocols.

18.
19.

Write the two approaches on digital signatures.
Write a detailed note on Substitute bytes and
Mixcolumns transformation of AES.

20.

Explain Linear congruential and Blum Blum Shub
random number generators.

21.

(a) Write a note on discrete logarithms.

(2)

• Use Chinese Remainder theorem, to solve the
following system of congruences.
x 2 mod 3
x
3 mod 5 .
(8)
x 2 mod 7
22.

Explain the Diffie–Hellman key
algorithm with an example.

exchange

23.

(a) Write short notes on simple Hash functions. (4)
• Explain SHA round function.

(6)

24.

Discuss on the digital signature algorithm in detail.

25.

Explain on Data Encryption standard.

26.

Discuss on Testing for primality.

27.

Write the principles of public-key cryptosystems.

28.

Explain briefly on key management.

29.

Give the requirements for MACs.

30.
31.

Briefly discuss on authentication protocols.
Discuss briefly on Advanced Encryption Standard.

32.

Explain the RSA algorithm.

33.

Write on Diffie-Hellman key exchange.

34.

Explain on security of Hash functions.

35.

Write on authentication protocols.

36.
37.

Explain on Random number generation.
Discuss on pseudo random number generators
(PRNGs)

38.

Explain Euclidean algorithms.

39.

Describe Euler’s theorem.

40.

Discuss on ‘‘Diffie-Hellman key exchange’’.

41.
42.
43.

Explain Hash function.
Describe Public-key encryption approaches
Write a detailed note on DES
encryption algorithm.

44.

Explain the various approaches used
for cryptographically generated
random numbers.

45.

Describe the Miller-Rabin algorithm for
testing primality of given number with an
example.

46.

Explain RSA algorithm.
Perform
encryption and
decryption using
RSA
algorithm for
p 3; q
e
m 5.
11;
7;

47.

Illustrate a variety of ways in
which a hash code can be used to
provide message authentication.

48.

Write a detailed note on the
digital signature algorithm.
Discuss on the overall AES structure
with neat diagram.

49.

50.

Explain the Euclidean Algorithm with example.

51.

What is RSA algorithm? Explain RSA
algorithm with necessary example.

52.

Explain Public-key cryptosystem with
neat diagram based on
• Authentication (b) secrecy (c)
authentication with secrecy.

53.

Write short note on :
• Authentication functions
• Message authentication codes.

54.

Explain mutual Authentication and
One-way authentication.

