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PART – A
1.

Define vulnerability.

2.

What is meant by encryption?

3.

Define document virus.

4.

What is meant by salami attack?

5.

Define segmentation.

6.

What are the basis forms of protection?

7.

What is a trusted system?

8.

Define redundancy.

9.

What is meant by spoofing?

10.

What is firewall?

11.

Give the strength of IDS.

12.
13.

Define the term physical security.
What is meant by threat?

14.

Give one example for maliciouscode.

15.

Define audit log.

16.

Define module.

17.

What is meant by relocation?

18.

Define brute force attack.

19.

What is meant by integrity?

20.

What is meant by state constraints?

21.

Define topology.

22.

Give the type of IDS’s.

23.

Give the difference between the law and ethics.

24.

Why computer crime is hard to define?

25.

Write the meaning of ciphertext.

26.

Distinguish between virus and worm.

27.

What is relocation?

28.

What is schema?

29.

Write the meaning of inference.

30.

Compare LAN and WAN.

31.

Specify the purpose of botnets.

32.

What is MIME?

33.

What is ethical reasoning?

34.

State the protocols used in email.

35.

What is PGP?

36.
37.

What is revolving backup?
What is data vulnerability?

38.

Distinguish between virus and worm.

39.

Specify purpose of base register.

40.

What is kerberos?

41.

What is commutative filter?

42.

Compare data base and data mining.

43.

Define workstation.

44.

What is MAC address?

45.

Write the difference between law and ethics.

46.

What is Electronic Commerce?

47.

What is drive by installation?

48.

Specify the purpose of security policy.

49.

What are the causes of trap doors?

50.

What are the classifications of flaws?

51.

List any two complementary goals in
protecting objects.

52.

Write down the security methods of
operating system.

53.

What is meant by element integrity?

54.

Name the factors that can make data sensitive.

55.

Define a mobile code.

56.

Define one-time password.

57.

Write down the issues of a security plan.

58.

What is a security policy?

59.

What is passive wiretapping?

60.
61.

Write the categories of computer crime.
What is meant by Interruption?

62.

What are the Important Aspects of
Computer Related System?

63.

Write

down the

of

software modification.

characteristics

64.

Define the term Separation.

65.

What is meant by segmentation?

66.

What is Database?

67.

What are the types of Integrity?

68.

What are the advantages of computing networks?

69.

Define eavesdrop.

70.

What is a firewall?

71.

Write short notes on three things of Risk analysis.

72.

Define physical security.

73.

What is encryption?

74.

Specify the meaning of boot straping.

75.

Define monitor.

76.

Give the content of segment address table.

77.

List out the role of database administrator.

78.

What is data mining?

79.

Write the meaning of aggregation.

80.

What is client server system?

81.

What is cookie?

82.

What is deontology?

83.

Specify the purpose of SMTP and POP.

84.
85.

What is RFID?
What is meant by fabrication?

86.

Define Configuration Management.

87.

Mention the three goals of Security in Data.

88.

What is Relocation?

89.

List out the several
complementary goals in
Protecting Objects.

90.

Define the term Query.

91.

What are the three aspects of Computer security?

92.

What is meant by Social Engineering?

93.

What is Redundancy?

94.

List out the type of Firewalls.

95.

Define security policy.

96.

Describe about the authentication

97.

What is meant by interception?

98.

What is a threat to a computing system?

99.

Mention the three things must present in
the malicious attacker.

100. Mention any two ways of separation in

an operating system.
101. What is meant by relocation in memory?
102. Mention the major advantage of operating
system having fence registers.
103. List any two requirements needed for
database security.
104. Define the term integrity of database element.
105. What is port scan?
106. Define the term reconnaissance.
107. Mention any two issue of security plan.
108. Specify any one strategy for risk reduction.
PART – B
1.

What is meant by buffer overflow? Explain.

2.

Explain the two pairs of base/bound
register with neat diagram.

3.

What is meant by distributed system? Explain.

4.

Explain eavesdropping and wire tapping in detail.

5.

What is meant by complex attack? Explain.

6.

What is meant by physical security? Explain
with example.

7.

Differentiate law and ethics in computer security.

1.

What are relationship between
confidentiality, integrity and availability?

2.

What are the kinds of malicious code? Explain.

3.

Explain briefly user authentication.

4.

Differentiate direct and indirect attack.

5.

What are the proposals of multilevel
security? Explain.

6.

Explain the type of network with neat diagram.

8. What are the steps of risk analysis? Explain.
9.
Discuss about various security threats.
10.

Write the steps used in logical to
physical address translation.

11.

What is sensitive data? Explain.

12.

State the advantages and
disadvantages of email program.

13.

List out the factors considered in
developing security plan.

14.

Explain

15.
16.

Explain various authentication issues.
Write the meaning of brute force attack.

17.

Is it necessary to encrypt a password file? Justify.

18.

What is concurrency? Explain.

19.

Compare the various firewalls.

20.

Explain contingency planning.

21.

State the reasons for “computer crime is hard to
prosecute”.
Discuss about physical security threats.

22.

ownership
in
protection.

for patent
software

23.

Discuss the relationship between
confidentiality, integrity and availability.

24.

Write briefly about the tagged architecture
with example.

25.

Discuss

26.

Explain the goals for intrusion detection systems.

27.

What are the characteristics that are
necessary to make a good security policy?
Explain.

28.

Describe access control list using access
control matrix.

29.
30.

What is spoofing? Explain with an example.
Explain the Characteristics of computer intrusion.

the security issues
multilevel databases.

of

31.

Explain the methods of Attack.

32.

Write about the methods of
protection for operating
system.

33.

What are the components of Database Security?

34.

Explain the concepts of Network.

35.

Describe the Security requirements.

36.

Discuss about the aggregation and
data mining in computer security.
Distinguish among vulnerability,

37.

thread and control.

38.

Write the advantages of user, group and
world protection in Unix.

39.

List out the advantages of using data base
over file system.

40.

List

41.

What is PKI? Explain.

42.

Write the characteristics of good security policy.

43.

Explain the working of VOIP and Skype.

44.

Describe about goals of Computer Security.

45.

Explain the viruses and other malicious code.

46.

Discuss about the directory
access in operating system.

47.

What are the advantages of using Database?

48.

Discuss about the mode of Communication.

49.

Explain the nature of risk.

50.

Write in detail about the reasons
for software failures.
Explain the secure programs in detail.

51.

out and

explain

the

media

used

52.

Describe the nonmalicious program errors
in detail with diagrams.

53.

Discuss about the file protection mechanisms
in general-purpose operating systems.

for communication.

54.

Write in detail about sensitive data in
database security.

55.

Explain the multilevel databases in detail in
database security with examples.

56.

Describe the intrusion detection systems in
detail with diagram.

57.

Discuss about the organizational security
policies with examples.
PART – C

1.

Explain briefly on targeted malicious code
with suitable example.

2.

Describe authentication process in detail.

109. Explain layered operating system with
neat diagram.
110. What are the types of disclosures? Explain all
the types.
111. Explain briefly on secure E-mail.
112. Describe Risk Analysis in detail.
113. Explain briefly non malicious program errors.
114. Discuss briefly the security methods of
operating system.
115. Explain the proposals of multilevel security in
detail.
116. What are the common components of an
intrusion detection framework? Explain.
117. Describe briefly physical security.
118. Explain briefly ethical issues in computer security.
119. Explain about boot sector viruses and
memory- resident viruses.
120. Explain paging with example.
121. Explain integrity lock and sensitivity
lock in security.
122. Explain the various types of networks.

123. Explain link encryption method.
124. Explain the components of intrution
detection system.
125. Explain the working of internet worm.
126. Explain segmentation with example.
127. Explain the various security issues.
128. Explain OSI reference model.
129. Explain the working of SSL.
130. Explain the types of intrution detection system.
131. Discuss in detail about the nonmalicious
program errors and explain how can it be
prevented or mitigated.
132. Mention the qualities to confirm user identity.
Explain in detail about the various attacks on
passwords.
133. Describe the various controls that provide
basic security for the database in detail.
134. What makes a network vulnerable? Explain
in detail about the various threat precursors
in a network.
135. Explain the respective rights of employees and
employers to their ownership of products.
136. Discuss in detail the nature and various
steps involved in risk analysis.
137. Briefly explain the meaning of Computer Security.
138. Discuss about the secure programs
in program security.
139. Explain

the relocation process
in
operating system.

140. Write in detail about the reliability and integrity.
141. Explain the OSI Network model.
142. Write in detail about characteristics
of a good security policy.
143. Explain the working of covert channel.
144. Explain the various file protection mechanism.

145. What is biometrics? How to use biometrics
for authentication?
146. Explain the working of TCP/IP.
147. What is VPN? Explain.
148. Explain the various types of firewall.
149. Explain the methods of attacks and defense.
150. Briefly explain file protection mechanisms.
151. Discuss about the authentication process.
152. Describe the error detection and correction codes.
153. Briefly discuss about the analysis
of Security threat.
154. Explain the ethical issues in computer security.
155. Explain the controls against program
threats in detail with diagrams.
156. Describe the control of access to general
objects in detail with diagram.
157. Write in detail about the proposals for
multilevel security with diagrams.
158. Discuss about any five threats in networks.
159. Explain the protection programs and data in
detail.
160. Describe the privacy in detail.

